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Abstract: With the increased adoption of cloud technology, securing sensitive data against cyberattacks 

through multi-layer encryption has become essential. In this multi-layer encryption, the first layer plays a 

crucial role because it balances both security and performance, and the second layer provides additional 

protection to safeguard data even if the first layer is compromised. This paper presents an Analysis of various 

symmetric encryption algorithms like AES-256, RC6, Blowfish, DES, and Chacha20 and a performance 

evaluation of these symmetric encryption algorithms is conducted based on the parameters of performance 

metrics and security strength. It explores secure session key exchange using asymmetric encryption 

algorithms and authenticating public keys within the framework of the public key infrastructure (PKI). This 

paper suggests that AES-256 is the optimal choice for the first layer of encryption, while RSA is employed for 

secure key exchange due to its support for both encryption and digital signatures. To validate these findings, 

real-world testing has been conducted with various sizes of financial datasets to determine the best symmetric 

encryption algorithm. 

Keywords: Asymmetric Encryption, Encryption, Public Key Infrastructure, Symmetric Encryption, 

Secure Key Exchange. 

 

1. INTRODUCTION 
        In today’s digital era, securing sensitive financial data during transmission and at rest 

has become a primary concern. As the increased adoption of digital platforms in the 

financial sector even from mobile payment apps to digital banking services because of 

their speed, scalability and efficiency that introduces a new security challenge such as 

man-in-the-middle attack, data breach, identity theft etc., which leads to compromised 

integrity of transactions, exposure of financial frauds and damages trust in the system.  

      To protect sensitive data from these risks, data security is necessary and it primarily 

focuses on the encryption mechanism that provides confidentiality and integrity to the 

data. Whether financial transactions are being processed, stored, or transmitted, 

encryption plays a protective role as a shield, making the data unreadable to attackers. 

      This article examines the performance of the various symmetric encryption algorithms 

like AES-256, DES, Blowfish, RC6, ChaCha20, based on the parameters of performance 

metrics, such as encryption time, decryption time, CPU Usage, Memory Usage, 

throughput and latency and security strength like Key size, Block size and security 

resistance, helps to identify the best algorithm that effectively balances the sensitive data 

protection and explores secure session key exchange for data encryption using 

asymmetric encryption algorithms and authenticating public keys within the framework of 

the public key infrastructure (PKI).  

2. Related Works 
This section describes the previous works on analysing the performance of the 

various symmetric encryption algorithms. 

Kuntal Patel (2019) [9] has done research work on “Performance analysis of 

AES, DES and Blowfish cryptographic algorithms on small and large data files”. Here, 

the author examines the performance of AES, DES and Blowfish algorithms on the basis 

of execution speed, memory usage, implementation efficiency and includes that 

encryption algorithms help in securing data against threats. 

Ezeonyi, N. U., Okonkwo, O. R., & Enweka, O. A. (2023) [3] have done research 

work on “Applications of Information Cryptography in Its Various Stages of Evolution, 

from Antiquity to the Modern Era”. Here, the author discussed the evolution of 

Journal of Vibration Engineering(1004-4523) || Volume 25 Issue 11 2025 || www.jove.science

Page No: 1



 

 

cryptography from the ancient to the modern era and included the concepts of encryption, 

decryption, key model, code-breaking techniques and advancements of the techniques. 

Gupta, S., & Sharma, J. (2012, December) [30] have done research work on “A 

hybrid encryption algorithm based on RSA and Diffie-Hellman”. Here, the author 

discusses the importance of these encryptions in securing the data, including the concept 

of key distribution for encryption, sharing of key for decryption by authorized users, 

confidentiality, integration, authentication and non-repudiation. These concepts are 

satisfied by the RSA and Diffie-Hellman algorithms. 

Singh, S., Maakar, S. K., & Kumar, S. (2013) [27] have done research work on 

“A performance analysis of DES and RSA cryptography”. Here, the author highlights the 

security of data during transit and performs an analysis of the algorithms AES, DES, and 

RSA based on encryption and decryption time. 

Sood, R., & Kaur, H. (2023) [4] have done research work on “A literature review 

on RSA, DES and AES encryption algorithms”. Here, the author highlights the security of 

the data during transmission and includes a comparative study of the RSA, DES and AES 

algorithms based on the encryption and decryption time.  

Patil, P., Narayankar, P., Narayan, D. G., & Meena, S. M. (2016) [19] have done 

research work on “A comprehensive evaluation of cryptographic algorithms: DES, 3DES, 

AES, RSA and Blowfish”. Here, the author evaluated the performance of the algorithms 

AES, DES, 3DES, RSA and Blowfish based on encryption time, decryption time, entropy, 

number of bits encoded, avalanche effect and memory used. 

Panda, M. (2016, October) [20] has done research work on “Performance analysis of 

encryption algorithms for security”. Here, the author evaluated both symmetric algorithms 

AES, DES, Blowfish and asymmetric algorithm RSA using the files of Binary text and 

image files based on the parameters encryption time, decryption time and throughput. 

3. Data Security 
 

        Data Security refers to a set of policies, technologies, and best practices used to 

protect data from unauthorized access. It preserves the confidentiality, integrity, and 

availability of data through mechanisms like encrypting data in transit and at rest. A good 

data security means having a strong, well-managed and adaptive system that protects 

against threats and can be accessed by authorized users, preventing misuse or loss of data. 

The main goal is to keep data secure and available. This will happen with encryption. In 

data security, encryption is the most important tool to provide data privacy and Security.             

        So, Cryptography plays a vital role in providing security to the data at rest and in 

transit by encrypting the data before sending it into the network and to the receiver (cloud, 

server). 

       Cryptography is an art of science that transforms readable text into unreadable text. It 

is a technique that encrypts the original text to cipher text and decrypts the cipher text to 

the original text with the help of encryption algorithms. Cryptography is classified as 

Symmetric Key and Asymmetric Key cryptography. 
 

 

Figure 1. Cryptography 
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      Symmetric Key Cryptography is also known as Private Key Cryptography. Here, 

encryption and decryption happen with the same key. It is widely used due to its 

efficiency, speed and great choice for safeguarding a high volume of data in cloud 

environments. 

 

Figure 2. Symmetric Encryption 

       Asymmetric Cryptography is also known as Public Key Cryptography. Uses a pair of 

keys for encryption and decryption: one is a public key used for encrypting the data and a 

corresponding private key for decryption. 

       If the sender encrypts the message with the receiver’s public key, when it reaches the 

receiver’s side, the message will be decrypted with the help of the receiver’s private key. 

It is widely used for secure key exchange, digital signatures and identity verification. 

 

Figure 3. Asymmetric Encryption 

3.1. Symmetric Algorithms for Data Encryption and Decryption  

A.a Des (Data Encryption Standard) 

Overview 

       Data Encryption Standard (DES) is a Symmetric encryption algorithm. It was 

designed by IBM and published by the National Institute of Standards of Technology 

(NIST) in 1977. DES is the first encryption algorithm, and initially, it was considered a 

strong encryption algorithm, due to its small key size, which limits its usage for large 

amounts of data encryption. 

Architecture 

1) The structure of DES is a Feistel Cipher Structure. 

2) It encrypts 64-bit plaintext. 

3) It performs the initial permutation and Final Permutation. 

4) It consists of 16 rounds between the initial and final permutation. 

5) Its key size is 64 bits, but only 56 bits are used for encryption, leaving 8 bits for 

every bite. 1 bit is used as a parity bit. 

6) This 56-bit key is divided into 16 sub-keys, each consisting of 48 bits, and it is used 

for every round. 

7)  It consists of 8 S-boxes, and the same process is used in reverse for decryption. 

 
A.b Aes-256 (Advanced Encryption Standard) 

Overview 

        Advanced Encryption Standard (AES) is a symmetric Encryption Algorithm. It was 

designed by Joan Daemen and Vincent Rijmen and published by the National Institute of 

Standards of Technology (NIST) in 2001. This algorithm is also called the Rijndael 

algorithm. 

Architecture 
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1) It follows the Feistel Cipher Structure. 

2) It is a Symmetric block cipher algorithm with a block size of 128 bits. 

3) It takes 128 bits of plain text as input and produces 128 bits of cipher text as output. 

4) Its key size is 256 bits and performs 14 rounds. 

5) For every round, it uses a key with the size of 128 bits and 128 bits of plain text. 

6) Each round consists of 4 transformations, i.e. Substitute bytes, shift row, mix 

column, Add round key. 

 
A.c Blowfish Algorithm 

Overview 

        Blowfish Algorithm is a symmetric key algorithm. It was designed by Bruce 

Schneier in 1993. It is an alternative to the DES encryption technique and the IDEA 

Algorithm. 

Architecture 

1) It follows the Feistel Cipher structure. 

2) It is a symmetric block cipher algorithm with a block of 64 bits. 

3) It has a variable key length, i.e., key size lies between 32 to 448 bits. 

4) It consists of 18 subkeys and is stored in the P-array. 

5) It performs 16 rounds. 

6) It consists of 4 S-boxes having 256 entries each of 32 bits in size. 

 
A.d RC6 (Rivest Cipher 6) 

Overview 

        RC6 is a symmetric key algorithm. It was designed by Ron Rivest, Matt Robshaw, 

Ray Sidney and Yiqun Lisa Yin. They designed this algorithm to compete with the AES 

algorithm. It is derived from the RC5 algorithm. 

Architecture 

1) It is a symmetric block cipher algorithm. 

2) Each block consists of 128 bits. 

3) It uses Keys with the sizes of 128,192, and 256 up to 2040 bits. 

4) It is very similar to RC5 in structure, using data-dependent rotations, modular 

addition, and XOR operations. 

5) RC6 can be seen as intertwining two parallel RC5 encryption processes, with the 

key distinction being an additional multiplication operation that ensures the rotation 

depends on every bit in a word rather than just the least significant ones. 

 
A.e ChaCha20 

Overview 

       ChaCha20 is a symmetric key algorithm. It was designed by Daniel J. Bernstein. This 

algorithm is very well known for its speed and efficiency, but it works well on software 

applications. 

Architecture 

1) It is a Symmetric stream cipher algorithm. 

2) It performs key generation using the key of a 256-bit key, along it uses 96-bit nonce. 

3) With the help of the Key and nonce, it will set up a cipher’s state. 

4) It encrypts data with a block size of 512 bits using the current cipher state. 

5) It performs XORing of the plaintext with the output of the data encryption step, and 

generates output as ciphertext. 

 

 

 

 

4. Encryption Modes 
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       Encryption algorithms act like changing the plaintext to the ciphertext, but they 

require the modes of operation that determine the process of converting plaintext to 

ciphertext. By default, encryption algorithms only ensure confidentiality, but with the 

help of these encryption modes, which provide security, efficiency, resistance to attacks 

and authentication. 

       After evaluating these modes based on the components like working process, security 

level and authentication, which are shown in Table I, AES is the most suitable choice for 

data encryption, as it operates in GCM mode, which is the most powerful and secure. It 

not only provides the mode for operating encryption, but also provides the operation of 

authentication. The remaining modes work only for encryption; there’s no authentication. 

So, GCM is the best mode to run with the AES Encryption algorithm.  

      The remaining encryption algorithms DES, RC6, ChaCha20, and Blowfish are not 

supported with this GCM encryption mode. So, these algorithms are evaluated in CTR 

mode, which is the second most secure encryption mode. 

 
Table 1. Various Encryption Modes 

 

Mode Type Working Process 
Security 

Level 
Authentication 

ECB 

(Electronic 

Codebook) 

Block 

Cipher 

Encryption of each block is done 

separately. 

Weak No 

CBC 

(Cipher 

Block 

Chaining) 

Block 

Cipher 

Every plaintext block is XORed 

with the previous ciphertext 

block before encryption 

Strong No 

CFB 

(Cipher 

Feedback 

Mode) 

Block 

Cipher 

Here, a block cipher is converted 

to a stream cipher, processes the 

data into small units instead of 

full blocks with the help of a shift 

register and an initialization 

vector. For the next block of 

encryption, it uses the previously 

generated ciphertext. 

Strong No 

OFB 

(Output 

Feedback 

Mode) 

Block 

Cipher 

It is similar to CFB, but the 

difference is it sends encrypted 

output instead of sending XORed 

output to the next block 

encryption 

Strong No 

CTR 

(Counter 

Mode) 

Block 

Cipher 

It is similar to OFB, but the 

difference is that it uses a counter 

value and supports parallel 

encryption because of 

independent block encryption 

Very 

Strong 

No 

GCM 

(Galois/Cou

nter Mode) 

AHEAD CTR + Authentication Highly 

Secure 

Yes 

 

However, the main drawback of these symmetric encryption algorithms is that 

exchanging keys from the sender and receiver is necessary because they require a single 

key for both sides. If the key exchange occurs through an insecure channel, it leads to 

compromised communication between the sender and receiver. Simultaneously, the 

encrypted data over the network is also at risk. Therefore, we need a method that ensures 

secure key exchange. Secure key distribution takes place here with asymmetric key 

cryptography or asymmetric encryption algorithms. 

5. Asymmetric Key Cryptography 
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       Asymmetric Key Cryptography is also called with Public Key Cryptography. It 

consists of two keys: one is the Public Key and the other is the Private Key. Here, 

encryption and decryption are done with different keys, If the sender encrypts the data 

with the receiver’s public key and sends it to the receiver, then the receiver will decrypt 

the message with his/her private key.  

       Here, the problem of key exchange is eliminated. It is widely used for authenticating 

the identities of users, devices, or servers, generating a digital certificate or signature and 

for secure key exchange. But not the right choice for encrypting a large amount of data. 

       Various asymmetric algorithms include RSA, Elliptic Curve Cryptography, Diffie-

Hellman Key exchange, Digital Signature Algorithm, ECDH, and ECDSA. Among these, 

choose the algorithm that supports both encryption and a Digital signature. 
 

Table 2. Comparison of Various Asymmetric Algorithms 

 

Algorithm Purpose Encryption Signature Key 

agreement 

RSA Encryption 

and Digital 

Signature 

Yes Yes Yes 

DSA Digital 

Signature 

only 

No Yes No 

Diffie-Hellman 

(DH) 

Key 

exchange 

No No Yes 

ECC (Elliptic 

Curve 

Cryptography) 

Cryptographi

c framework 

No No No 

ECC (ECDH) Key 

exchange 

(via ECC) 

No No Yes  

ECC (ECDSA) Digital 

Signature 

(via ECC) 

No Yes No  

 

      By observing Table II, comparing various asymmetric algorithms, the RSA algorithm 

supports encryption and digital signatures. DSA only supports generating a digital 

signature. Diffie-Hellman only supports key exchange. ECC is a cryptographic 

framework; it is not suitable for encrypting and generating digital signatures. This 

framework can integrate with Diffie-Hellman and Digital signature algorithms, like 

ECC+DH supports for a key exchange. ECC+DSA supports generating a digital signature, 

not encryption. 

      RSA is a suitable algorithm for secure key exchange because this algorithm supports 

all the parameters, i.e., encrypting key, attaching a digital signature, and key agreement. 

This algorithm solves the problem of secure key exchange. It mostly supports secure 

protocols and certificate authorities. 

A. Flow of Session Key Exchange 

1) The sender encrypts the data with the help of the AES algorithm, which requires a 

session key to encrypt the data, which is generated at the sender's side. 

2) This session key is shared with the receiver. So, for sharing the session key 

sender requires the receiver’s public key. 
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3) Then the sender encrypts that session key with the receiver’s public key using an 

asymmetric encryption algorithm (Via RSA). 

4)  Now, the sender encrypts the data with AES. 

5) The sender sends the encrypted data and the Encrypted Session key to the 

receiver. 

6) Now, the Receiver decrypts the session key with his/her private key.  

7) The receiver decrypts the data with the help of the session key. 

     While RSA supports the mechanism of securely encrypting the session key, it still 

requires the sender's trust towards the receiver’s public key. If the public key is 

intercepted, encryption becomes useless, and the communication will be compromised. 

This is where the PKI framework comes into play. 

6. Public Key Infrastructure 
       Public Key Infrastructure is a mechanism that issues digital certificates and digital 

signatures to verified public keys. It builds assurance and trust in authenticated identities 

in digital communication. 

       If PKI is not used, then the sender trusts the receiver’s public key without verifying it, 

uses it to encrypt a session key and sends it to the receiver. The attacker (posing as the 

receiver) decrypts the session key with their private key. Now, the attacker can access all 

the encrypted data and  

future communications. This leads to compromised communication and vulnerabilities 

like man–in–the–middle attacks and unauthorized data access. PKI prevents this by 

ensuring that the public key is authenticated for use. 

A. PKI Workflow  

1) Key Generation 

•  Every entity (user/server) generates a pair of keys; one is a public key and 

the other is a private key 

2) Certificate Signing Request (CSR) 

• The entity sends a certificate signing request to the Certificate Authority 

(CA). 

• The CSR includes 

▪ The public key 

▪ Identity details 

• Then the server sends the CSR to the CA 

3) Certificate Issuance by CA 

• CA verifies the entity's public key and identity information. 

• After validation is successful. 

• Then CA signs the public key and identity information digitally. 

• Then the certificate is issued to the entity, containing: 

▪ The Public key 

▪ Identity information 

▪ The CA’s digital signature. 

4) Certificate Validation 

• The receiver sends its public key to the sender 

• Then the sender validates the certificate by: 

▪ Decrypting the certificate with the trusted CA’s public key. 

▪ Verifying the identity and integrity of the certificate. 

• If the certificate validation is successful, then that public key is 

authenticated as not a fake or malicious one. 

                 This ensures that the public key being used truly belongs to the verified entity, 

not an attacker. 
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Figure 4. Workflow of Public Key Infrastructure 

 

Table 3. Real World Usage of PKI 

APPLICATION PKI USAGE 

HTTPS/TLS In the authentication of the 

server, secure key exchange 

EMAIL SECURITY 

(S/MIME) 

For encrypting and signing the 

emails 

CLOUD 

AUTHENTICATION 

While accessing the cloud 

services and API’s 

VPNS Client-server authentication 

SOFTWARE SIGNING For verification of trusted 

updates in software 

 

7. Parameters Used to Evaluate the Best Algorithm 

       To choose the best symmetric algorithm for the first layer of data encryption, 

evaluating the suitable algorithm based on the parameters of performance metrics and 

security strength. 

A. Performance Metrics 

A.a Encryption and Decryption Time 

      Encryption time means the time taken to convert the readable text to unreadable text. 

It is measured in seconds. 

       Decryption time explains the time taken to convert the unreadable text to readable 

text. It is measured in seconds. 

A.b CPU and Memory Utilization  

        It will evaluate how much CPU power an encryption algorithm requires, which will 

support parallel processing and reduce the CPU load. 

       With the help of Hardware acceleration, it speeds up the encryption process and 

reduces CPU Usage. 

       Encryption algorithms require RAM to store temporary data, Keys, and buffers to 

process the data present in the blocks. 

     While encryption algorithms perform encryption in certain modes, they require some 

storage for initializing vectors and authenticating tags. 

A.c Latency and Throughput 

            How much quantity of data that are encrypted and decrypted per second, so the 

best algorithm gives high throughput. 

           Choosing the best algorithm that gives low latency because encryption and 

decryption will slightly delay while transmitting the data. 

B. Security Strength 

B.a Key Size 

       Selecting the algorithm that has a larger key size so that it provides stronger 

encryption. 

 B.b Block Size 
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      Having a larger block size provides high security; a 128-bit block size is preferred for 

financial data. 

B.c Security Resistance 

      Selected encryption algorithms should provide high security by offering strong 

cryptanalysis resistance, high brute-force resistance, effective side-channel attack 

resistance, and enhanced quantum attack resistance, which will be adaptable for both 

modern and quantum environments. 

8. Methodology 
A. Objective 

       The paper aims to evaluate and compare the performance of various symmetric 

encryption algorithms (AES256, DES, Blowfish, DES, ChaCha20) and exchange the 

session key using RSA within a PKI-based trust environment. The goal is to identify the 

most efficient encryption algorithm in terms of encryption, decryption, CPU Usage, 

Memory Usage, throughput, latency and secure key handling. 

B. Environment Setup 

                Comparison of these algorithms, AES, DES, Blowfish, RC6, and ChaCha20  

are performed using the Jupyter Notebook. These Experiments are implemented on a 12th 

Gen Intel(R) Core (TM) i5-1240p 1.70 GHz processor, 16 GB RAM, 64-bit operating 

system, and x64-based processor using the Python programming language. 

C. Datasets 

 

Generated Datasets 

       Plaintext Excel files are generated randomly using Python code with the dataset sizes 

1MB,10MB,25MB,50MB,75MB, and 100 MB. These datasets consist of financial data 

with the field names of  customer_id, account_number,  customer_name,  email, 

phone_number, address, date_of_birth, social_security_number, 

tax_identification_number, account_type, currency_type, account_balance, 

minimum_balance, interest_rate, overdraft_limit, transaction_id, transaction_type, 

transaction_amount,  transaction_currency, transaction_timestamp,  transaction_status, 

sender_account_number, receiver_account_number, merchant_id, transaction_location, 

card_number, card_expiry_date, cvv, card_type, billing_address, payment_gateway_id, 

authorized_limit, loan_id, loan_amount, loan_term, loan_interest_rate, 

monthly_installment,  remaining_balance, collateral_value. 

Real-Time Datasets 

      Real-Time Dataset with various dataset sizes 143MB, 470 MB, 759 MB and 1200 

MB. These datasets consist the financial data with the field names 

Id, date, client id, card id, amount, use chip, merchant id, merchant city, merchant state, 

zip, mcc, error, time, V1 to V28, amount, class, step, type, amount, name origin, old 

balance origin, new balance origin, nameDest, old balanceDest, newbalance Dest, is 

Fraud, isFlaggedFraud, Transaction id, timestamp, Sender account, receiver account, 

amount, transaction type, merchant category, location, device, isfraud, fraud type, time 

since last transaction, spending deviation score, velocity score, geo anomaly score, 

payment channel, ip address, device hash. 

 

D. Workflow of Proposed Approach 

1) Selecting an efficient symmetric encryption algorithm among AES256, DES, 

Blowfish, ChaCha20, and RC6 and a suitable encryption mode among GCM, CTR, 

CBC, ECB, CFB and OFB based on performance analysis. 

2) The analysis of the algorithms is evaluated during the encryption and decryption 

phases, based on the performance metrics such as encryption time, decryption time, 

CPU Usage, Memory Usage, Throughput and Latency and security strength. 

3) Performance analysis was done on the generated and Real-Time datasets and 

displayed their corresponding outputs. 
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4) While encrypting the data using a symmetric encryption algorithm, the secret key 

has to be shared securely, and it is shared secretly with an asymmetric encryption 

algorithm. A comparative analysis was done to choose the best asymmetric 

encryption. 

5) Finally, evaluated the performance of generated datasets and Real-Time datasets for 

choosing the best algorithm among them.  

E. Data Analysis 

1) The performance results are exported and stored in Excel files. 

2) These results are analysed by plotting the line graphs. 
 

9. Results and Analysis 
 

A. Performance Evaluation 

The Performance Evaluation of Symmetric Encryption Algorithms was on 

• The Generated Dataset, which was generated randomly using Python on 

various dataset sizes: 1MB, 10MB, 25MB, 50MB, 75MB, 100MB. 

• The Real -Time Dataset with various dataset sizes: 

143MB,470MB,759MB,1200MB. 

Performance Evaluation on Generated Datasets 

          Evaluation of symmetric encryption algorithms AES256, DES, Blowfish, RC6, and 

ChaCha20, using dataset sizes of 1MB,10MB,25MB,50MB,75MB, and 100 MB. This 

evaluation considers the performance metrics such as encryption time, decryption time, 

CPU usage, memory usage, throughput and latency on the Jupyter Notebook 

environment. The results are visualised in the form graph and a table. 

 
Figure 5.1 Encryption time on Generated Datasets 

         Figure 5.1 visualizes the analysis of all symmetric encryption algorithms while 

performing encryption on the datasets. These Visualizations help to choose the best 

algorithm that takes less encryption time. In Figure 5.1, the X-axis represents the dataset 

sizes and the Y–axis represents the encryption time in seconds. AES256 takes very little 

time as file size increases; for large files also it encrypts the data very fast. DES and 

Blowfish take more time according to the increased file size. RC6, ChaCha20 scales very 

low as file size increases, but is less efficient than AES256. Overall, AES-256 shows the 

best result. 
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Figure 5.2 Decryption time on Generated Datasets 

         Figure 5.2 visualizes the analysis of all symmetric encryption algorithms while 

performing decryption on the datasets. These Visualizations help to choose the best 

algorithm that takes less decryption time. In Figure 4.2, the X-axis represents the dataset 

sizes and the Y–axis represents the decryption time in seconds. AES256 takes very little 

time as file size increases; for large files, it also decrypts the data very fast. DES and 

Blowfish take more time according to the increased file size. RC6, ChaCha20 scales very 

low as file size increases, but is less efficient than AES256. Overall, AES-256 shows the 

best result. 

 
Figure 5.3 CPU Usage on Generated datasets 

      Figure 5.3 illustrates the amount of processor power consumed by all symmetric 

encryption algorithms during encryption and decryption of the datasets. These 

Visualizations help to choose the best algorithm that consumes less CPU Usage. In Figure 

4.3, the X-axis represents the dataset sizes and the Y–axis represents the CPU usage in 

Percentage. AES256 and RC6 have more fluctuations in CPU usage for the small file 

sizes; overall, they have stable CPU consistency. DES has a small variation in CPU 

consumption, and it maintains stable behaviour. Blowfish and ChaCha20 have slight 

fluctuations; they have good CPU consistency compared to other algorithms. Overall, 

DES shows the best result. 

 
Figure 5.4 Memory Usage on Generated datasets 
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      Figure 5.4 illustrates the amount of memory consumed by all symmetric encryption 

algorithms during encryption and decryption of the datasets. These Visualizations help to 

choose the best algorithm that consumes less memory. In Figure 4.4, the X-axis represents 

the dataset sizes and the Y–axis represents the Memory usage in MiB. AES256 consumes 

less Memory for all dataset sizes, it is very efficient. RC6, Blowfish, and ChaCha20 have 

moderate growth in CPU usage, growth rate increases when the file size increases. DES 

has a high growth rate in CPU usage; it has bad scaling. Overall, AES-256 shows the best 

result. 

 
Figure 5.5 Throughput Usage on Generated Datasets 

     Figure 5.5 illustrates the amount of data processed per second by all symmetric 

encryption algorithms during encryption and decryption of the datasets. These 

Visualizations help to choose the best algorithm that generates higher throughput. In 

Figure 4.5, the X-axis represents the dataset sizes and the Y–axis represents the 

throughput in MB/s. AES256 has a high throughput rate, it maintains an excellent speed. 

RC6 and ChaCha20 have a moderate throughput rate, but still maintain good speed. 

Blowfish has a moderate throughput with increased file size. DES has less throughput 

with increased file size, and has a bad scaling. Overall AES-256 shows the best result. 

 
Figure 5.6 Latency on Generated datasets 

     Figure 5.6 illustrates the amount of processor power consumed by all symmetric 

encryption algorithms during encryption and decryption of the datasets. These 

Visualizations help to choose the best algorithm that consumes less CPU Usage. In Figure 

5.6, the X-axis represents the dataset sizes and the Y–axis represents the latency in 

seconds. AES256 maintains low and consistent growth as the file size increases, and it is 

still very stable. RC6, Blowfish, and ChaCha20 maintain low latency, but not as 

efficiently as AES256. DES is producing high-latency results. Overall, AES-256 shows 

the best result. 
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Figure 5.7. Performance Evaluation of Symmetric Encryption Algorithms on Generated 
Datasets 

      By observing Figure 5.7, it evaluates the performance of 5 symmetric algorithms: 

AES256-GCM, DES-CTR, RC6-CTR, Blowfish-CTR, ChaCha20-CTR, using datasets 

with the sizes of 1MB, 10MB, 25MB, 50MB, 75MB, 100MB based on the parameters of 

encryption time, decryption time, CPU Usage, Memory Usage, Throughput and Latency. 

Averaging across multiple dataset sizes ensures a balanced and fair comparison, it can 

capture the general performance of each algorithm and minimizes the impact of 

occasional fluctuations. 

       AES256-GCM shows faster encryption and decryption time across the entire dataset 

sizes, it just recorded 0.027971 seconds for encryption and 0.031839 seconds for 

decryption, even for a 100MB dataset. 

       Blowfish shows the least CPU Consumption among all the algorithms across the 

entire dataset sizes. Here, AES consumes high CPU usage, showing the highest spike at 

the dataset of 25 MB. 

        AES256 uses the least memory among all the algorithms across the entire dataset 

sizes, and it also shows the highest throughput and low latency. 

Output of the Generated Dataset 

 
Figure 5.8 Encrypted data on the Generated Dataset 

 

     Figure 5.8 Visualizes the encrypted data performed on the Generated Dataset. Here, 

the original plain text of the Excel file is converted into unreadable text using symmetric 

encryption algorithms. Encrypting original data into ciphertext will provide security to 
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financial or sensitive data from cryptographic, brute-force and modern attacks. The result 

shown in Figure 5.8 was generated for every dataset. 

Performance Evaluation on Real-time Datasets 

     Evaluation of symmetric encryption algorithms AES256, DES, Blowfish, RC6, and 

ChaCha20, using dataset sizes of 143MB,470MB,759MB,1200MB. This evaluation 

considers the performance metrics such as encryption time, decryption time, CPU usage, 

memory usage, throughput and latency on Real-Time Datasets. The results are visualized 

in the graphs and the table. 

 
Figure 6.1 Encryption Time on Real-Time Datasets 

        Figure 6.1 visualizes the analysis of all symmetric encryption algorithms while 

performing encryption on the datasets. These Visualizations help to choose the best 

algorithm that takes less encryption time. In Figure 6.1, the X-axis represents the dataset 

sizes and the Y–axis represents the encryption time in seconds. AES256 scales efficiently 

as file size increases; for large files, it also encrypts the data very fast. DES and Blowfish 

take more time according to the increased file size. RC6 consumes less time, which 

closely matches AES-256. ChaCha20 scales linearly as file size increases. Overall, AES-

256 shows the best results. 

 
Figure 6.2 Decryption Time on Real-Time Datasets 

         Figure 6.2 visualizes the analysis of all symmetric encryption algorithms while 

performing decryption on the datasets. These Visualizations help to choose the best 

algorithm that takes less decryption time. In Figure 6.2, the X-axis represents the dataset 

sizes and the Y–axis represents the decryption time in seconds. AES256 scales optimised 

performance as file size increases; for large files, it also decrypts the data very fast. DES 

and Blowfish take more time according to the increased file size. RC6 consumes less 

decryption time, which closely matches AES-256. ChaCha20 shows moderate decryption 

performance. Overall, AES256 shows the best results. 
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Figure 6.3 CPU Usage on Real-Time Datasets 

       Figure 6.3 illustrates the amount of processor power consumed by all symmetric 

encryption algorithms during encryption and decryption of the datasets. These 

Visualizations help to choose the best algorithm that consumes less CPU Usage. In Figure 

6.3, the X-axis represents the dataset sizes and the Y–axis represents the CPU usage in 

Percentage. AES256 consumes high CPU power even for small datasets. DES and RC6 

consume low CPU power. Blowfish has moderate CPU consumption and ChaCha20 has 

very low CPU consumption compared to all algorithms. Overall, ChaCha20 shows the 

best results.  

 
Figure 6.4 Memory Usage on Real-Time Datasets 

         Figure 6.4 illustrates the amount of memory consumed by all symmetric encryption 

algorithms during encryption and decryption of the datasets. These Visualizations help to 

choose the best algorithm that consumes less memory. In Figure 6.4, the X-axis represents 

the dataset sizes and the Y–axis represents the Memory usage in MiB. AES256 consumes 

less Memory over all dataset sizes. RC6, DES, and ChaCha20 have moderate growth in 

memory usage, and the growth rate increases when the file size increases. Blowfish has a 

high growth rate in memory usage, it has bad scaling. Overall, AES-256 shows the best 

result.  

 
Figure 6.5 Throughput on Real-Time Datasets 

        Figure 6.5 illustrates the amount of data processed per second by all symmetric 

encryption algorithms during encryption and decryption of the datasets. These 
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Visualizations help to choose the best algorithm that generates higher throughput. In 

Figure 6.5, the X-axis represents the dataset sizes and the Y–axis represents the 

throughput in MB/s. AES256 has a high throughput rate, it maintains an excellent speed. 

RC6 and ChaCha20 have a moderate throughput with increased file size, but still maintain 

good speed. DES and Blowfish have less throughput with increased file size, and have a 

bad scaling. Overall, AES shows the best results. 

 
Figure 6.6 Latency on Real-Time Datasets 

        Figure 6.6 illustrates the amount of processor power consumed by all symmetric 

encryption algorithms during encryption and decryption of the datasets. These 

Visualizations help to choose the best algorithm that consumes less CPU Usage. In Figure 

6.6, the X-axis represents the dataset sizes and the Y–axis represents the latency in 

seconds. AES256 has a very low latency rate and maintains consistent growth as the file 

size increases. RC6 has a low latency rate and closes matches AES-256. ChaCha20 has a 

moderate latency rate. Blowfish and DES are producing high-latency results. Overall, 

AES-256 shows the best result. 

 
Figure 6.7 Performance Evaluation of Symmetric Encryption Algorithms on Real-Time 

Datasets 

         By observing Figure 6.7, it evaluates the performance of 5 symmetric algorithms: 

AES256-GCM, DES-CTR, RC6-CTR, Blowfish-CTR, ChaCha20-CTR, using datasets 

with the sizes of 143 MB, 470 MB, 759 MB, 1200 MB based on the parameters of 

encryption time, decryption time, CPU Usage, Memory Usage, Throughput and Latency. 

Journal of Vibration Engineering(1004-4523) || Volume 25 Issue 11 2025 || www.jove.science

Page No: 16



 

 

Averaging across multiple dataset sizes ensures a balanced and fair comparison, it can 

capture the general performance of each algorithm and minimises the impact of 

occasional fluctuations. 

           AES256-GCM shows faster encryption and decryption time across the entire 

dataset sizes, it just recorded 1.26 seconds for encryption and 1.62 seconds for decryption, 

even for a 1200MB dataset. 

       ChaCha20 shows the least CPU Consumption among all the algorithms across the 

entire dataset sizes. Here, AES consumes high CPU usage, showing the highest spike at 

the dataset of 1200 MB,  

        AES256 uses the least amount of memory among all the algorithms across the entire 

dataset sizes, and it also shows the highest throughput and low latency. 

Output of the Real-Time Dataset 

 

 
Figure 6.8 Encrypted Data on Real-Time Dataset 

 

       Figure 6.8 Visualizes the encrypted data performed on the Generated Dataset. Here, 

the original plain text of the Excel file is converted into unreadable text using symmetric 

encryption algorithms. Encrypting original data into ciphertext will provide security to 

financial or sensitive data from cryptographic, brute-force and modern attacks. The result 

shown in Figure 6.8 was generated for every dataset. 

Comparing the Analysis Results based on Generated and Real-Time Datasets 

      In this evaluation, a comparison of various symmetric encryption algorithms was 

conducted based on two types of datasets 

1) Generated Random financial datasets by using Python with sizes of 1MB, 25MB, 

50MB, 75MB, 100MB. 

2) Real-Time datasets with various sizes: 143MB, 470MB, 759MB, 1200 MB 

           These analyses were done based on the performance metrics: Encryption time, 

Decryption time, CPU Usage, Memory Usage, Throughput, and Latency. This analysis 

helps in choosing the best encryption algorithm for the first encryption layer that 

secures the financial data at rest and in transit. 

           Here, the comparison is performed on the result of the generated dataset and the 

result of the real-time dataset. 
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Table 4. Evaluating the performance results of generated and real-time datasets 

 

 

 

 

 

 

 

 

  

 

 

   

      

 

 

 

   Table IV visualizes the 

performance of the AES-256 algorithm on two datasets. AES-256 maintains stable 

behaviour and efficiently processes data on both small and large datasets. It takes less 

time for encryption and decryption of data, even for large datasets, uses the resources 

efficiently, generates high throughput, and has low latency. 

         AES-256 is a secure, efficient and scalable encryption standard. It is an optimal 

choice for securing financial or sensitive data. 

Security Strength 
Table 5, Evaluating the Strength of Symmetric Encryption Algorithms 

 

Algorithm Key Size Block 

Size 

Security Resistance 

AES 256 bits 128 bits Resistant to known cryptanalysis 

techniques and brute-force attacks 

due to large key size. 

DES 56 bits 64 bits It is vulnerable to brute-force 

attacks due to a small key size. 

Blowfish 32-448 bits 64 bits Less resistant to modern attacks due 

to its small block size 

RC6 128,192,256 

bits 

128 bits Limited adoption, less 

cryptanalysis, and less resistance to 

modern attacks 

ChaCha20 256 bits 64 bits High resistance to cryptographic 

attacks, mostly adaptable to 

software, not for web-based 

applications. 

 

         Table V illustrates the strength of all the symmetric encryption algorithms. These 

visualizations help in choosing the symmetric encryption algorithms that have strong 

resistance against attacks. Table V shows that AES and ChaCha20 show good resistance 

against cryptographic attacks and brute-force attacks. Remaining DES, Blowfish and RC6 

show less resistance against the attacks. 

         After evaluating the performance of a five symmetric algorithms AES256, DES, 

RC6, Blowfish and ChaCha20 across the Generated and Real-Time datasets based on the 

parameters of the performance metrics and security strength, it concludes that AES-256 is 

most suitable and secure for data encryption due to its large key size, i.e. 256 bits and 

block size, i.e., 128 bits as well as it provides strong security and high resistance against 

modern attacks. It hits a good balance on performance metrics such as fast encryption and 

decryption speed, minimal CPU and memory usage, very high throughput and predictable 

latency, which makes it an optimal choice for the first layer of encryption. 

Metric Generated dataset Real-Time 

Dataset 

Encryption 

Time 

Very Fast Very Fast 

Decryption 

Time 

Very Fast Very Fast 

CPU Usage Higher CPU 

consumption 

Higher CPU 

consumption 

Memory 

Usage 

Efficient Usage of 

memory 

Efficient usage of 

memory 

Throughput Higher Higher 

Latency Low Low 
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        Remaining algorithms, i.e., RC6, closely compete with AES256, having fast 

performance and excellent consistency across all datasets. ChaCha20 also provided strong 

performance, it is mostly suitable for lightweight environments where fast cryptography is 

preferred. On the other hand, DES and Blowfish are not a good choice because of their 

limited adoption, resistance against modern attacks, weak security, as well as showing 

moderate and low performance, having higher encryption and decryption time, higher 

latency, unstable CPU and Memory consumption. AES256 is an Optimal Choice for the 

First layer of encryption. 

10. Conclusion 

           This paper presented a performance evaluation of various symmetric encryption 

algorithms on both generate and real-time datasets based on the parameters of encryption 

time, decryption time, CPU Usage, Memory Consumption, Throughput, Latency and 

Security Strength.   

       Among all the evaluated algorithms, AES-256 performance was very stable and 

consistent on both datasets. AES-256 consumes extremely low encryption and decryption 

time, generates higher throughput, acceptable resource usage and consists low latency 

which makes to be suitable for real-time applications. 

      This comparative analysis confirms that AES-256 obtained balanced performance and 

security among all the datasets. Therefore, it is a recommended encryption standard for 

securing sensitive or financial data. So, AES-256 is an optimal choice for data encryption, 

using RSA, maintains a secure key exchange and the receiver’s public key is 

authenticated with the PKI Infrastructure.  
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