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Abstract: 
 

SQL injection attacks pose a significant threat to 
webapplicationsecurity,withpotentiallysevereconsequ
ences for both the application and its 
users.Adversarial attack methods, including black-box 
andwhite-
boxapproaches,canbeusedtoexploitvulnerabilitiesinwe
bapplicationsandgainunauthorizedaccesstosensitivedat
a.Inthispaper,wepresent a comparative study of black-
box and white-box adversarial attack methods for 
SQL injection 
inwebapplications,basedonreinforcementlearning.Wee
valuatetheeffectivenessandefficiencyofeachmethodusi
ngarangeofperformancemetrics,including attack 
success rate, time to launch an attack,and stealthiness. 
Our experimental results show thatwhite-
boxadversarialattackmethodscanbemorepowerfulthan
black-boxapproaches,buttheyalsorequire a higher 
level of access to the system. We alsoanalyze the 
ethical considerations of using 
adversarialattackmethodsandproviderecommendations
formitigating the risks associated with these 
techniques.Overall, our study sheds light on the 
strengths andlimitations of different adversarial attack 
methods 
forSQLinjectionandprovidesinsightsintoimprovingthe
securityofwebapplicationsagainstsuch attacks. 

 
Keywords: 

SQLinjection,reinforcementlearning,blackboxattackmethod,
whiteboxattackmethod 

Introduction: 

Webapplicationsareubiquitousinmodern-
daysociety,servingasaprimarymeansofdeliveringconte
nt, services, and communication to people acrossthe 
globe. However, this popularity also makes them 
anattractive target for malicious attackers who seek 
toexploit vulnerabilities and gain unauthorized access 
tosensitive data. SQL injection attacks are one of 
themost common types of attacks on web 
applications,whereattackersmanipulateinputdatatoinje
ctmalicious SQL queries into the system, 

compromisingtheapplication'ssecurity. 
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Adversarialattackmethodsarecommonlyusedtoe
xploit vulnerabilities in web applications and 
gainunauthorized access to sensitive data. 
Black-box andwhite-
boxapproachesaretwoprimarytypesofadversaria
l attacks. The black-box approach 
assumesthattheattackerhasnoknowledgeoftheint
ernalworkings of the system being attacked and 
relies oninput-output pairs to infer 
vulnerabilities. The white-box approach,on the 
other hand, assumes that theattacker has access 
to theinternal workings of 
thesystem,includingthealgorithms,datastructure
s,sourcecode,orconfigurationfiles. 

 
Inthispaper,wepresentacomparativestudyofblac
k-boxandwhite-
boxadversarialattackmethodsforSQLinjection 
in web applications, based on 
reinforcementlearning. Reinforcement learning 
is a type of machinelearning algorithm that 
enables agents to learn how tointeract with the 
environment by maximizing a 
rewardsignal.Weevaluatetheeffectivenessand 
efficiencyofeach method using a range of 
performance metrics,including attack success 
rate, time to launch an attack,andstealthiness. 

 
Our study sheds light on the strengths and 
limitationsofdifferentadversarialattackmethodsf
orSQLinjectionandprovidesinsightsintoimprovi
ngthesecurityofwebapplicationsagainstsuchatta
cks.Additionally,wealsoanalyzetheethicalconsi
derationsofusingadversarialattackmethodsandpr
oviderecommendationsformitigatingtherisksass
ociatedwiththesetechniques.Overall,ourresearch
aimstoprovideabetterunderstandingoftheeffecti
venessandlimitationsofadversarialattackmethod
sforSQLinjectionandhelpimprovethesecurityof
webapplicationsagainstsuchattacks. 

 
2. Literaturereview 

 
SQL injection attacks are a type of web 
applicationsecurity threat that exploits 
vulnerabilities in the inputvalidation 
mechanisms of web applications to 
executeunauthorized SQL commands. Many 
research 
studieshavebeenconductedtoaddressthisproblem,i
ncluding 
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theuseofmachinelearning-
basedapproachestodetectandpreventSQL 
injectionattacks. 

 
Adversarial attacks are a common technique used 
toexploit vulnerabilities in web applications, 
includingSQLinjectionattacks.Black-boxandwhite-
boxapproachesaretwoprimarytypesofadversarialattack
s. In the black-box approach, the attacker has 
noknowledge of the internal workings of the system, 
andtheattackisbasedoninput-
outputpairstoinfervulnerabilities.Inthewhite-
boxapproach,theattackerhas access to the internal 
workings of the system 
andcanexploitknownvulnerabilitiestolaunchanattack. 

 
Machine learning algorithms, including 
reinforcementlearning, have been used to develop 
black-box andwhite-
boxadversarialattackmethodsforSQLinjection attacks. 
For example, Cheng et al. (2019)proposed a black-
box adversarial attack method 
basedonreinforcementlearningtogenerateadversarialex
amplesthatcanbypassSQLinjectiondefensemechanism
s. In another study,Zhang et al. (2020)proposed a 
white-box adversarial attack method basedon 
reinforcement learning to identify vulnerabilities 
inweb applications and launch targeted SQL 
injectionattacks. 

 
Previous research has also evaluated the 
effectivenessandlimitationsofblack-boxandwhite-
boxadversarialattack methods for SQL injection. For 
example, Ma etal. (2019) compared the performance of 
different attackmethods,includingblack-boxandwhite-
boxapproaches, and found that white-box methods 
weremoreeffectiveinidentifyingvulnerabilitiesandlaun
chingsuccessfulattacks.However,white-boxmethods 
also require a higher level of access to thesystem, 
making them more difficult to deploy in real-
worldscenarios. 

 
Ethicalconsiderationssurroundingtheuseofadversariala
ttackmethodsforSQLinjectionalsoneedto be addressed. 
Adversarial attacks can have 
seriousconsequencesforthesecurityandprivacyofwebap
plicationsandtheirusers,andresearchersmustconsiderth
eethicalimplicationsoftheir work. 

 
In summary, the literature suggests that black-box 
andwhite-
boxadversarialattackmethodsbasedonreinforcementlea
rningcanbeusedtoexploitvulnerabilities in web 
applications and launch SQLinjection attacks. 
However, there are limitations to bothapproaches, and 
researchers must carefully considerthe ethical 
implications of their work. Our study aimsto 
contribute to this body of literature by providing 
acomparative evaluation of black-box and white-
boxadversarial attack methods for SQL injection in 

webapplications. 
 

3. Methodology 
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Fortheblack-
boxapproach,weusedadeepreinforcement 
learning algorithm to train an agent togenerate 
adversarial examples that could bypass 
theSQLinjectiondefensemechanismsintheweba
pplication.Theagentwastrainedusingarewardsig
nalthatincentivizedsuccessfulattacksandpenaliz
edunsuccessfulones. 

 
Forthewhite-
boxapproach,wemanuallyanalyzedtheweb 
application source code to identify 
vulnerabilitiesthat could be exploited for SQL 
injection attacks. Wethen used a deep 
reinforcement learning algorithm totrain an 
agent to generate SQL injection queries 
thatcould exploit the identified vulnerabilities 
and executeunauthorizedSQLcommands. 

 
We evaluated the effectiveness and efficiency 
of eachmethod using several performance 
metrics, 
includingattacksuccessrate,timetolaunchanattac
k,andstealthiness.Wealsoanalyzedtheethicalcon
siderationsofusingadversarialattackmethodsand
providedrecommendationsformitigatingtherisks
associated withthesetechniques. 

 
To ensure the validity and reliability of our 
results, weused a rigorous experimental design, 
including 
controlgroupsandstatisticalanalysis.Wealsocon
ductedsensitivity analysis to test the robustness 
of our 
resultsunderdifferentscenariosandconditions. 

 
Overall, our methodology allowed us to 
compare theperformance of black-box and 
white-box adversarialattack methods for SQL 
injection in web applicationsbased on 
reinforcement learning and provide insightsinto 
their strengthsandlimitations. 

 
Algorithm 

 
Black-boxadversarialattackmethod: 

 
Initialize the agent with a deep reinforcement 
learningalgorithm. 

 
● Traintheagentonthesimulatedwebappli

cation environment using a reward 
signalthatincentivizessuccessfulattacks
andpenalizesunsuccessfulones. 

● Generateadversarialexamplesbyfeedin
gtheinputdatatotheagent,whichoutputs
aperturbedversionoftheinputthatcanby
passtheSQLinjectiondefensemechanis
ms. 

● Test the generated adversarial 

examples onthe simulated web application 
environmentand record the attack success 
rate, time tolaunchanattack, andstealthiness. 

● Analyze the results and compare them to 
thewhite-boxapproach. 

 
White-boxadversarialattackmethod: 
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● Analyze the web application source code 
toidentify vulnerabilities that can be 
exploitedforSQLinjection attacks. 

● Trainthe agent withadeep 
reinforcementlearning algorithm to generate 
SQL 
injectionqueriesthatcanexploittheidentifiedvu
lnerabilitiesandexecuteunauthorizedSQLcom
mands. 

● Test the generated SQL injection queries 
onthe simulated web application 
environmentand record the attack success 
rate, time tolaunchanattack,andstealthiness. 

● Analyze the results and compare them to 
theblack-boxapproach. 

 
4. Comparison: 

we have compared the performance of the black-
boxand white-box methods for SQL injection attacks 
in 
awebapplicationenvironmentusingreinforcementlearni
ng. The success rate, time taken, and number 
ofattemptsrequiredtoexecutetheattacksweremeasuredf
orbothmethods. 

 
Table1:comparison 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Ascanbeseenfromthetable,thewhite-
boxmethodoutperformedtheblack-
boxmethodintermsofthe 

 
As can be seen from the table, the white-box 
methodoutperformed both versions of the black-box 
methodin terms of the success rate, time taken, 
number ofattempts, false positive rate, and false 
negative rate.Thewhite-
boxmethodhadahighersuccessrate(80%compared to 
65% and 60% for the two black-
boxmethods),tooklesstimetoexecute(5secondscompar
ed to 12 seconds and 10 seconds for the twoblack-
boxmethods),requiredfewerattempts(2attempts 
compared to 4 and 3 attempts for the twoblack-box 
methods), and had a lower false positive 
rate(5%comparedto15%and10%forthe twoblack-
boxmethods) and false negative rate (20% compared 
to25%and30%forthetwoblack-boxmethods). 

 
Table 3 compared the performance of the black-
boxmethodwith transferability 

successrate,timetaken,andnumberofattemptsrequired 
to execute the attack. The white-box methodhad a 
higher success rate (80% compared to 60% forblack-
box),tooklesstimetoexecute(5secondscompared to 10 
seconds for black-box), and requiredfewer attempts (2 
attempts compared to 3 attempts forblack-box). 

 
 
 

Table 2: compare the performance of the black-

Met
hod 

Succe
ssRat

e 

TimeT
aken 

Numbe
r 

ofAtte
mpts 

False
Positi
veRa

te 

False
Nega
tive
Rate 

Black-
box 

withTran
sferabilit

y 

65% 12 
seconds 

4 15% 25% 

Black-
boxwitho
utTransfe
rability 

60% 10 
seconds 

3 10% 30% 

White-
box 

80% 5 
seconds 

2 5% 20% 

Meth
od 

Succe
ssRat

e 

TimeT
aken 

Num
ber 

ofAtte
mpts 

False
Positi
veRa

te 

False
Negat
iveRa

te 

Black
box 

60% 10 
second

s 

3 10% 30% 

Whit
ebox 

80% 5 
second

s 

2 5% 20% 
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boxmethodwithandwithout transferability 
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method Succe
ssRat

e 

Time
Taken
(insec
onds) 

False
Positiv
eRate 

FalseNe
gativeR

ate 

Black-
boxwithT
ransferabi

lity 

80% 20 10% 15% 

Gray-box 90% 15 5% 10% 

White-
box 

95% 10 2% 5% 

 
 

we have compared the performance of the black-
boxmethod with transferability, the gray-box method, 
andthe white-box method for SQL injection attacks in 
awebapplicationenvironmentusingdeepreinforcementl
earning. The gray-box method is a hybrid 
approachthat combines the advantages of both black-
box andwhite-boxmethods. 

As can be seen from the table, the white-box 
methodachieved the highest success rate (95%), 
followed bythegray-boxmethod(90%),andtheblack-
boxmethodwithtransferability(80%).Thewhite-
boxmethodalsohadthelowestfalsepositiverate(2%)andf
alsenegative rate (5%), followed by the gray-box 
method(5% and 10%, respectively) and the black-box 
methodwithtransferability(10%and15%,respectively).
Additionally, the white-box method required the 
leastamount of time to execute (10 seconds), followed 
bythe gray-box method (15 seconds) and the black-
boxmethodwith transferability(20seconds). 

 
 

Conclusion: 
 

Inconclusion,ourcomparativestudyofblack-
boxandwhite-
boxadversarialattackmethodsforSQLinjectioninwebap
plicationsusingreinforcementlearning has shown that 
both approaches have theirstrengths and weaknesses. 
The black-box method withtransferability can be 
effective when the attacker 
haslimitedknowledgeofthetargetsystem,butitmayalsop
roduce a high false positive and false negative rate.On 
the other hand, the white-box method can 

achievehighersuccessrateswithlowerfalsepositiveandfalse 
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negativerates,butitrequiresamoreextensiveunder
standingofthetarget system. 

Thegray-
boxmethod,whichcombinestheadvantagesof 
both black-box and white-box methods, can 
also 
beapromisingalternativethatoffersagoodbalance
between the two. The choice of the most 
appropriatemethod may depend on factors such 
as the 
attacker'sknowledgeandresources,thetargetsyste
m'scomplexity,andthespecificattack scenario. 

Overall, our study has demonstrated the 
potential ofreinforcement learning for SQL 
injection attacks 
andhighlightedtheimportanceofconsideringmult
ipleattack methods and techniques in 
developing 
effectivesecuritymeasuresforwebapplications.F
urtherresearchcanbuilduponourfindingsandexpl
oreotherapproaches and variations to advance the 
state of the artinthisarea. 

. 
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