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Abstract

The cloud is thoughtful application of security controls, creating a demand for
bestpractices in the security program and governance regimes. Cloud Security and
Privacyprovidesaguidetosupportthosewhoarecontendwithbuildingsecurityinthecloud.Inthiss
urvey paper, we discuss about security authentication between data accessing users
andcreatingmethodsofpartiestojointlycomputeafunctionoftheirinputsaccesswhilekeepingtho
se inputs private without knowing unauthorized party. To securely share the data
ontoothers with the help of cloud storage and discussing with existing methods used for

sharingthedataontosecurecommunication.
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1. INTRODUCTION

Thenextstepintheadvancementoftheinternetiscloudcomputing, whichoffersthemeans
by which everything from computing resources, to computing technology, softwareand
business processes can be offered as a service to you anywhere you need
it.Cloudcomputingallowustopurchase,update,upload,downloadandsafeguardallofourcomput
ing on the Internet as a feasible option, physical devices, operating systems andsoftware
otherwise are controlled.It does not entail a significant initial investment, so
youarejust'renting"whatyouneedandwhatyouneed. Y ourPCisprimarilyusedtorunaWebbrows
er for cloud storage.Remote servers (or virtual servers) and applications will spreadacross
the internet, hence the term cloud, are responsible for physical computing and

datacomputing.
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The word "as a service" is freely used in cloud terms to mean the right to
accessanything over the Internet as appropriate.The terms software, operating systems
andhardware are confusingly described as Cloud Software (or Software-as-a-Service),
CloudPlatforms (or Platform-as-a-Service) and Cloud Infrastructure (Infrastructure-as-a-

Service).TheacronymsSaaS,PaaSandlaaSareoftenusedtorendermatterslower.

CloudClients

(Webbrowser,thinclient,etc.)

1

SaaS(Applicationlikeemail,communications,etc.)

PaaS(PlatformslikeDatabase, Webserver,etc.)

IaaS(InfrastructureslikeStorages,Servers,Networks,etc.)

Figurel.CloudServiceArchitecture

Cloudcomputingismeanttobepartofourdailylives,butitisn'tscience.Softwareisnot
delivered over the Internet from a central computer.Cloud computing is a modern wayof
thought, and this is important if we are to be competitive and productive in the

currenteconomy.Herearejustfewdriversthatdemonstratetheimportanceofcloudcomputing:

* Explosion of data. Today, we sure are in the 'information age.' That

meanswedependmorethaneveroninformationinthepast,butitalsomeansalot.

* Renewedfocusoncollaboration.Informationisnormallyofbetterbenefitif it
is exchanged strategically, not only within a business, but also with

partners,vendors,outsourcersandotherpartiesinvolvedaroundtheworld.

* Economic necessity.Companies are continually faced with the need
toreduce costs, especially during the worst economic downturn since the
1930.Butglobalcompetitivenessandothertrendshaveledbusinesses,amidthecrisis,topur

Sue
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significant cost saving measures. This ensures that all new strategies are applied

andtheworkersareeliminated.

* Entrepreneurial activity.The economic crisis has a positive effect
onentrepreneurship. Asaresult,smallerenterprisestodayaremorethanever,andsmallfirm
s require low cost access to capital.Cloud computing provides these

smallenterpriseswithaccesstotheresourcestheyneedtothrive.

* Outsourcing. Cloud computing and outsourcing go hand in hand.
Theoutsourcing movement is motivated by the economic need mentioned above and
itthrives from two viewpoints because of the high degree of entrepreneurship we
see.Most of the small businesspersons who today start their enterprises are
contractingsuppliers.Inaddition,theneedforoutsourcingismotivatedfurtherbythedema
ndbylarger existing corporations for cost savings.The basis for outsourcing to occur

iscloudcomputing.

* Teleworking and telecommuting.Yes, people are working at home,
andcompanies are allowing it, in part out of the effort to keep costs in check.
Cloudcomputing has provided the framework to allow a new era of working at

home tobecomereality.

Intoday'sworld,securityishighlycritical. Cybercriminalsandotherkindsofindividualswithblackha
tstrytohackintothenetworkandtomakepersonalprofits,andcyberattackcasualtiesareenormouseve
ryyear. Withfirewalls,anti-virusandanti-
malwaresoftware,physicssecurity,includinglockeddatacenters,andcomplicatedauthenticationan
dauthorizationmethods,wearetakinggreatstridestosecureourpersonalinformationandnetwork. W
henlaptopsaremisplaced,severeeconomicsignsandcomputerprotectionconcernscanoccur;but,be
causeallissavedonthecloud,datamayalsoberetrievedregardlessofwhathappensonthesystembeca
usedataisnotsavedphysicallyonthesystem.
Sincecloudinfrastructureisamoderncomputingparadigm,alotofconfusionexistsabout

how security can be accomplished at all levels (e.g. network, host, service, and
datalevels).Thiscomplexityoftenpromptedinformationmanagerstosuggestsafetyistheirmainco

ncernforcloudcomputing.

The model is used when accessing data into a multi-partner community to

protectauthenticationandprovidecloudstoragesupport. Encryptionhelpstoavoidunauthorized
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access to files. Data sharing is an important functionality in cloud storage.For
example,blogs can encourage their friends to see a subset of their private photos; a
company canprovide its staff with access to any confidential data.The complicated

challenge is how toexchangeencrypteddataefficiently.

Userscanofcourseextractencrypteddatafromthestorage,decryptit,andtransferittoothers,b

uttheimportanceofcloudstorageisbeinglost.

Inordertohavedirectaccesstothesedatafromtheserver,userscanassignaccessrightstothe share
data to others. However, it is important to find an effective and safe way to

sharedataincloudstorage.
2. SURVEYFOREXISTINGTECHNIQUE

ThemethodsofdatasharingintheCloudaresecureaswellaseffectivewithassuredmulti-
party distribution. The two major challenges in cloud computing are security
andreliability.Otheruserscanaccessthedataofthe
customerviathecloud.Securityconcernsemergeregardingconsumerrecords. Therearetoomany

methodsandalgorithmsaccessibletoensureclouddataprotection.Someoftheseare:

» Encryption-
Amethodthatusescomplicatedalgorithmstohidetheoriginalinformationusingth
eencryptionkey.

» Authenticationprocesses-which,createausernameandpasswordfordataaccess.

» Authorizationpractices-Provideuserswhocanusecloud-

specifieddatawithauthorization.
Encryption

Thefollowingarediscussedandsummarizedcertainencryptionmethods,usedintheexisti

ngsystem

Xuefeng Liu et al [1] presented Sharing data in Multi owner manner still
preservingidentity and data privacy due to frequent change of membership.The authors in
this paperrecommendedthatmulti-
ownerdatasharingbecarriedoutforcomplexcommunities. Groupsignature and dynamic
encryption broadcast technologies was used to exchange data in onegroup with other
members. Without updating the secret key of the residual

individual,revocationcanbequicklyaccomplishedbywayofrevocationlistsandgivesindividual
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verified entry. New granted user decrypts data file directly without the data owner
beinginformed.Calculationcostforencryption,overheadstorageisirrespectiveofusersthathaveb

eenrevoked.

Boyang Wang et.al [1] has envisioned that data can be easily shared by
group.Therevoked user data block resigned by existing user, when the user is revoked from
the group.Anewpublicmonitoringsystemhasbeenproposed inthis paperontheintegrityof

thedataexchangedwithsuccessfuluserrevocation.

Thisapproachwasusedtore-signproxydatastrategy, whichhelpstheusertoresignthe
revoked user block and does not need to retrieve server data in order to checks theintegrity
of data exchanged and to protect the integrity of the data.Shamir’s secret sharinghas been
applied to a  multi-proxy model to decrease the  probability of
violence.Furtherdevelopmentfocusoncollusionresistantproxyre-

signature.ltdoesnotaccepttheinvestigationofthepublic.

Yuqing Zhang proposed “MODS” (Multiple Owner Data Sharing) method
presentsthe design of the secure data sharing mechanism for dynamic groups in an insecure
cloud,including group signature integration and broadcast encryption techniques [1].This
waydynamic community supports i.e. without upgrading the remaining users, users can
quicklybe revoked by revocation list and new users can decrypt data files without
consulting thedataset holders.The scale and calculated costs of encryption thus depend on
the number ofusers revoked.This device established certain performance and safety
drawbacks.Even
intherevocationlist,afterexpireuserscannotaccessthedataforeachuseruntiltheCommunity Adm

inchangesandgivesittothecloudthetimeallocatedtoeachuser.

Cong Wang et al [3] are the first to consider that, Secure cloud storage
systemsupports privacy-preserving public auditing. Users can retrieve TPA and check the
integrityof cloud-based data stored.It consists of four algorithms, namely key generation,
signaturegeneration,proofgeneration,andproofverification. TheM ACbasedapproachprovidest
heconsumerwithextramanagementandHL Aexpensesanddoesnotsupportprivacypreserving.
The drawback of this scheme is auditing a specific file is restricted and a
secretkeymusthaveafixedpriority.In ~ this  paperpublic keybased = Homomorphic
linearauthenticator and HLA with random masking technique is suggested.It consists of
twolevels, including setup and auditing.In order to protect the user's identity, TPA will

checkdataintegritywithoutknowingoriginalinformation.
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Wang proposed scalable and fine-grained data access-control scheme by
definingaccesspolicesbasedondataattributesandKP-
ABEtechnique[2].ThecombinationofABEand proxy re-encryption and lazy re-encryption
allows the database owner to allocate thedevice to insecure servers without disclosing the

necessary data information.Data files areencryptedbydataownerusingarandomkey.

The random key is further encrypted with a collection of attributes via key
policyattribute-based encryption (KP-ABE). Then an access structure and the linked secret
key bygroup admin are allocated to approve members.Only the user with data file
characteristicsthat meet the accessstructure canthus decrypt a cipher text.This system has
somedrawbacks, as this system does not support multiple-owners such that certain
individualowner’sembodimentsmakeitlessversatile,asgroupadminaloneisresponsibleforalter

ingtheshareddatafile.
Authenticationprocesses

Chowetal.[4]proposedanauthenticationplatformforcloudbasedpolicies. Thissyste

m is simple and scalable to deal with the problem of client application authentication.The
framework suggested uses the Trusted Cube to control the authentication
infrastructureandauthenticatetheuseractions.Implicitauthenticationiscalledbehavioralauthent
ication. Behavioralauthenticationuseshabitstoauthenticateusersinsteadoftextdataorbiometrics
.Customerdevices

aregivenprobabilityauthenticationratingsdependingontheactionstheydetectusingastatisticalm
odel. Thisauthenticationsystemcontraststhresholdvalueswithauser authentication score to see
if it is the correct user's hand. However, it is up to theauthentication provider to recognize a

valid customer.As the user increases, the efficiencydeclineswiththirdpartyauthentication.

Yu et al. [5] proposed a new cryptographic method to secure data access control
anddata outsourcing in semi-untrusted Cloud servers using the Key Policy-Attribute-
BasedEncryption(KP-ABE)scheme. Theauthoralsoappliedre-
encryptionschemeinrevocationphase to reduce the data cost. Due to the frequent node
reversals, the ABE-based approachcannot be efficient in a dynamic mobile cloud. The

disadvantage of the ABE method is thatdatashareholdersshouldbeknownbeforeencryption.

PrachiSoni, et al.,, [6] proposed a multi-factor authentication framework

forimplementingthedatasecurityincloudenvironment.Duringtheserviceprovisionofthe
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user, the developed multifactor system examines various features such as

confidentiality,integrity, privacy, and authentication.The author establishes security
through the zero-skillprotocol that successfully encrypts the cloud service provider's user
information. Thesystem’sefficiencyisassessedbytheexperimentalresults.Onthebasisoftheabo

veclaims,the multi-factor authentication process is used to create cloud security.This paper
presentsthe homomorphic encryption algorithm based on the cipher-text policy attribute,
whichensures security by three steps.The author uses the digital signature and image

captcha toidentifysuccessfulsecurityinthecloudenvironmentduringtheencryptionprocess.

Guo, M.; Liaw, H.; Hsiao, L.; Huang, C.; and Yen, C. proposed a method in
whichTenantsarealsoauthenticatedusinggraphicalpasswords. Thealgorithmoperateswhentheten
antselectsoneimagefrommanyimagesandthendrawsacorrectpatternforauthentication[7]. Thisalg

orithmisvulnerabletoattacksbysurfers. Anotherconcernisthattheimagesaresavedlocally,meaningt

hatauthenticationisnotfeasibleifthesystemcrashes.

Reference | Algorithm/Technique| Advantage Disadvantage

No.

3 privacy- User can resort TPA | Auditing a specific file
preservingpublicauditin| andverify integrity of | islimitedandsecretkeymust
g storeddataincloudstorage | beoffixedpriority

2 novelpublicauditingme | integrityoftheshareddata | Not public
chanism withefficientuserrevocati support

onwasproposed auditing.

1 secure owner | Userrevocationcanbeeasi | Encryptioncomputationco

multid for | lyachievedthroughrevoca | st,  storage  overhead
ata tionlistwithoutupdatingse | oftheproposedschemeisind
sharing cretkeyoftheremaining ependentof
dynamicgroups user and | therevokedusers
alsoprovidescontrol
accesstotheusers.

4 policybasedau cloud | authenticationplatformin | passingthepersonalinform
thenticationpl whichbehaviouralauthent | ationoftheclienttocloud
atform icationisusedbased  on | can affect the userprivacy

client personaldata
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novelcryptographicap | re-encryption scheme | ABEasmethodistheattribut

proachusingKeyPolicy | inrevocationphasetoredu | esofthedatasharersthatsho

-Attribute cethedatacost uldbeknownbeforeencrypt

BasedEncryption (KP- ion

ABE)scheme

cipher text thedigitalsignaturealong | The system may not
policyattribu | withimagecaptchaforesta | workwell when enterprise

te blishingtheefficientsecur | usersoutsourcetheirdatafor
basedhomom | ityinthecloudenvironmen | sharingoncloudservers

orphicencryptionalgor | t

ithm

Authenticate thentenantdraws the images are stored

dusing | acorrectpatterntogetauth | locallysoifthedevicecrashe
graphicalpasswords enticated s,authenticationwouldnotb
epossible

Tableshowstheexistingmethods

3. PROBLEMDEFINITION

Cloud provides the service for the wuser to utilize on-demand cloud
applicationswithoutconsideringthelocalinfrastructurelimitations.

During a data sharing in group user's privative data cannot be illegally accessed,
butneglectarestrainedprivacyissueduringauserdemandingthecloudservertorequestoth
erusersfordatasharing.
Incaseofdataaccessing,manyoftheusersmaybeinacollaborativerelationshipandthusdat
asharing/forwardingbecomessignificanttoachievetheproductivebenefits.

Security parameters in cloud environment, an on-demand cloud application for
agroupisdifficulttomaintainandsustain.
Timeconsumptionfordatasharingandaccessingishighduringgroupcommunication.

In the multi group cloud, anonymous modify the shared access request. So
thatrequesterandprovidercannotabletoaccesstheoriginaldata.

Then, there are demands for some applications to move their data in the Cloud
andcentralizeexecutivefordatacenter,servicesandapplicationsaredesignedtoachieveco
stsavingsandoperationalefficiencies.

Multi user data from dynamic cloud pose serious challenges for cyber

operationsbecauseanevergrowingnumberofapplicationsinthecloudandtheamountof

Page No: 8



Journal of Vibration Engineering(1004-4523) || Volume 23 Issue 2 2023 || www.jove.science

complexmonitoringdatacollectedfromcriticalcloudenvironmentrequirescalablemetho

dstocapture,store,manage,andprocessthebigdata.

4. COMPARISONOFEXISTINGWORK

The comparison of existing work under various file sizes while sharing the data
inmulti-party group.First, the paper output for various file sizes is built on the basis of

usersharing. Thenthetimeisevolvedforcryptographicoperations.

This paper can only be done by having random download times on every volume
offile.The key control of encryption methods is the essential part of how data are
encrypted.The failure of the picture is dependent on the encryption ratio.The symmetrical
algorithmuses a longer variable key length.The key control in the encryption process is also
asignificant feature.Computational speed it is critical in many real-time applications

thatencryptionanddecryptionalgorithmsfulfillreal-timerequirementsassoonaspossible.

Algorithm | Dataconfid| Ciphertexts| Scalability | Userrevoca | UserAcco | Executio
enti ize tion unt ntime
-ality —ability

CP-ABE Medium Larger High Yes Less Slow

MODS Moderate | Larger Medium Yes High Slow

KP-ABE moderate | Larger Medium Yes Less slow

Groupsig Moderate | Larger High no High fast

naturean

ddynami

cbroadca

st

encryption

Tablelshowsthetechniquescomparison

Encryption and decryption Ratio: The encryption ratio is the calculation of
thenumber of data to encrypt.Encryption ratio should be minimized to reduce the

complexityoncomputation.UserRevocationiscarriedoutbythemanagerofthegroup.

Onthebasisofthese,DeltaRevocationListisopentothepublicandmembersofthepartyare

permittedtoencrypt anddependonthe revoked users. Theuserswhoare revoked
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shallbekeptintheuserlistandfreelyaccessibleinthecloud.Inthecaseofitsauthenticity, DeltaR Lsh
allbeboundbysignature.OncetheGroupMemberhassubmittedtheapplicationforresignation,the

GroupMemberisclassifiedasrevoked.

The cloud itself performs the resigning; this scheme improves the efficiency of

userrevocationtherebyreducingthecommunicationandcomputationaloverhead.

DataconfidentialityThedataownerstorestheirdataintothecloudandsharesthemwith
the members of the group.Anyone who uploads the data has the right to modify

anddeleteitsclouddata.

Algorithm Encryption ratio for | Decryptionratiol00KB Buffersize
100KB(milliseconds) (milliseconds)

CP-ABE 8 83 157
MODS 7 64 100
KP-ABE 5 78 178
Group  signature 8 50 192
and

dynamic
broadcastencryptio
n

Table2forencryption,decryptionratiocomparisontechniques
5. CONCLUSION

In this paper we provide the survey of authentication between the users while
sharethe data in the multi-party group. Security authentication is given to the data, which
can
beaccessedbytheuser,andmethodsaredevelopedforpartieswhoareinterestedinmeasuringthe
user accessed input feature that is kept secret from unauthorized party.Policy renewaldata
accessing can be renew key is added to the file. If the user wishes to renew the file he
/shecandownloadandchangeallrenewkeysdirectlyandthenupload,thenewrenewkeystothe
files in the cloud.Existing Techniques are compared with each other also find
somedrawbacks.Inordertoovercomethedrawbacksofexistingsystemisenhancedwithprivacyw

hichexpectstoobtainmoreefficiencyandguaranteedoutputdelivery.
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